Wireguard + Pihole = Két
ndi VPN va luét web khdng
ads

Install wireguard + pihole with this portainer stack

WireGuard dugc stir dung dé thiét 1ap cac két néi VPN an toan va hiéu qud. N6 bao vé dir liéu khi
truyén qua mang, dam bao quyén riéng tu va an toan cho nguadi dung. Véi cdu hinh don gian va
hiéu suat cao, WireGuard phu hgp cho ca ca nhan va doanh nghiép.

Pi-hole dugc st dung d€ chan quang cdo va theo dodi truc tuyén & cap do mang. Hoat dong nhu mét
DNS sinkhole, Pi-hole ngan chan cac yéu cau dén cdc may chd quang cdo va theo doi, cai thién toc
do duyét web va bdo vé quyén riéng tu cho tat ca cac thiét bi két n6i vao mang.

Khi két hop WireGuard va Pi-hole, ban c6 thé thiét [ap mét mang VPN an toan, déng thai chan
quang cdo va theo ddi truc tuyén. WireGuard bdo vé két ndi internet clia ban bang cach ma hdéa dir
liéu, trong khi Pi-hole chan cac quang céo va trinh theo doi 6 cap do DNS, dam bao quyén riéng tu
va trai nghiém duyét web sach hon cho tat ca cac thiét bi két n6i vao mang VPN.

Luu y: cai dat nay trén Ubuntu OS va docker + portainer stack
services:

wireguard:
image: Iscr.io/linuxserver/wireguard:latest
container_name: wireguard
cap_add:
- NET_ADMIN # Work good on Ubuntu System
- SYS_MODULE #optional
environment:
- PUID=0 # just type "id" on your OS (Ubuntu/Centos) terminal to see puid and pgid
- PGID=0
- TZ=Asia/Ho_Chi_Minh
- SERVERURL=ABC.DOMAIN.COM #public domain
- SERVERPORT=51820 #optional



- PEERS=20 #optional
- PEERDNS=172.21.0.3 #optional
- INTERNAL SUBNET=10.13.13.0 #optional
- ALLOWEDIPS=0.0.0.0/0 #optional
- PERSISTENTKEEPALIVE_PEERS= #optional
- LOG_CONFS=true #optional
volumes:
- /home/USERNAME/docker/wireguard/config:/config # Change USERNAME to your Ubuntu/Centos Username
- /home/USERNAME/docker/wireguard/lib/modules:/lib/modules #Change USERNAME to your Ubuntu/Centos
Username
ports:
-51820:51820/udp
sysctls:
- net.ipv4.conf.all.src_valid_mark=1
- net.ipv4.ip_forward=1
networks:
private_network:
ipv4_address: 172.21.0.4
restart: unless-stopped
pihole:
container_name: pihole
image: pihole/pihole:latest
restart: unless-stopped
hostname: pi.hole
ports:
- "88:80/tcp" # Expose port 88 to the public, you can visit with IP:88 or ABC.DOMAIN.COM:88 to pihole and
configure it later
dns:
-127.0.0.1
volumes:
- ./etc-pihole/:/etc/pihole/
- ./etc-dnsmasq.d/:/etc/dnsmasq.d/
cap_add:
- NET_ADMIN
networks:
private_network:

ipv4_address: 172.21.0.3

networks:

private_network:



ipam:
driver: default
config:

- subnet: 172.21.0.0/24

Quick Actions. Stack Created IP Address Published Ports Ownership

wireshark 2024-07-0105:02:16 172.21.0.3 ¥ administrators

wireshark 2024-07-0105:12:41 172.21.0.4 ® administrators

Ban cé thé vao pihole va config lai véi port 88.

Con wireguard ban vao duong dan dé /nome/USERNAME/docker/wireguard/config, sau dé copy toan
bé folder peerl, peer2, peer3.... vé may, moi folder sé c6 conf va hinh gr dé dang nhap. Déi véi
window thi ct import cai file conf cla peer vao la hoat dong. déi vai dt thi cai wireguard va scan qr
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